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ABSTRACT 

The project 4WARD
1
 addresses the challenges of future net-

works by combining innovative networking concepts that go 

beyond the evolution of the contemporary Internet. The aim is 

to revolutionize in particular the current way of communica-

tion over wireless for mobile applications. In this position 

paper, we discuss how the role of mobility has been changing 

over time and how it now generates some of the major re-

quirements for the network of the future. The new challenges 

ahead of us are centered on mobile access to networked in-

formation objects, and cannot be met by simply connecting 

and serving moving devices in a seamless way. The 4WARD 

vision of a “network of information” anticipates diverse net-

working scenarios in the coming decades. This paper intro-

duces the 4WARD research approach for making this vision a 

reality by meeting the challenges regarding mobility. New 

system design methods for customized architectures on flexi-

ble network platforms will be combined with the capabilities 

of virtualization of all network resources including wireless 

access. Furthermore, the envisaged network of information 

will be made possible by capitalizing on the novel generic 

path concept for flexible interconnection of objects of any 

type. 

I. INTRODUCTION 

The concerns about the inability of the current Internet archi-

tecture to cope with a number of important issues affecting 

present and future service deployment have fueled the discus-

sion about the “Future Internet”. Indeed, recently, consider-

able impetus is being generated by the so-called “clean slate 

design” research initiatives launched in the US, Europe and 

Asia, which aim at overhauling the Internet as we know it. 

These initiatives attempt to create a pool of ideas that attack 

several pressing problems. The key here is to stop the cycle of 

applying yet one more patch to the existing architecture, as 

has been the prevailing approach for a decade or more, but to 

come up with new solutions based on novel designs and 

“clean” architectures [1]. 

                                                           

1 The 4WARD research project is part of the EU’s 7th Framework Pro-

gramme. Over 30 organizations from Europe, Canada and the US are in-

volved in this Integrated Project, which will run from 2008-2009 in its first 

phase. 

Many problems with the current network architecture have 

been recognized for a long time but have not received a satis-

factory solution (see e.g. [2]). These include inadequate secu-

rity; over-reliance on user compliance in un-trusted environ-

ments; inefficient handling of mobility via add-on mecha-

nisms; and lacking support for multi-homing, simultaneous 

multiaccess, and intermittent connectivity in wireless net-

works. 

This paper presents the approach taken by the 4WARD 

project (see www.4ward-project.eu) to address the problems 

around “mobility” in particular, by researching different as-

pects of the Future Internet design. After discussing the 

evolving role of mobility for the network of the future in sec-

tion II, we introduce the 4WARD approach for enabling in-

ventive mobility solutions for the new network in sections III-

VI. We first discuss how the capabilities of new architectural 

frameworks will support future mobility requirements. Then, 

we show how these principles can be realized based upon 

completely virtualized networks that allow the deployment of 

customized architectural and protocol solutions with and 

without interactions between different network operators. 

After that, we introduce the concept of a generic path, which 

supports flexible interconnection of objects of any type. Fi-

nally we elaborate a new paradigm for naming, addressing 

and managing mobile information objects. We conclude this 

paper in section VII, by summarizing how the various 

4WARD concepts fit together to yield the future “Network of 

Information” and outline future work items. 

II. THE FUTURE ROLE OF MOBILITY 

By mid-2007, mobile cellular networks covered 90% of the 

global population connecting more than 3 billion users. Since 

the early 1990s, when the success story of second generation 

digital mobile communication (2G) in the mass market began, 

wide-area wireless technologies have made tremendous pro-

gress. First, reachability is now at an all time high. Moreover, 

users can take advantage of significantly higher network ca-

pacities (and effectively application-layer throughputs) at 

lower latencies. Spectrum efficiency has increased as well 

and a whole set of services have been introduced by capitaliz-

ing on the ubiquitous availability of cellular connectivity. As 

a result, personal and terminal mobility, i.e. supporting mobil-

ity of the user and its end device with seamless connectivity 
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everywhere, is considered a commodity in daily life, in par-

ticular for the very important voice services. 

In the same timeframe, the Internet, especially after the in-

troduction of web-based services, following mostly a client-

server architecture with nodes connected via protocols of the 

IP family, became the dominant network for any kind of data 

and multimedia communication. One of the original strengths 

of the Internet approach was a clear, simple architecture with 

a light-weight process for adding new protocols in particular 

above IP, based on user, vendor, and operator demand. The 

Internet protocol standardization process is steered and gov-

erned by the Internet Engineering Task Force (IETF), which 

over the years evolved from a community of volunteers (often 

mainly academics) to an important standardization body for 

the entire telecommunications industry. 

However, in case of mobility and wireless support, the 

IETF-based approach led to the introduction of multiple add-

on solutions (with prime example the multiple variants of 

“mobile IP”) that could hardly catch up in performance with 

the evolving cellular networks. On the other hand, cellular 

networks were forced to constantly seek upgrades and con-

verge with fixed networks in order to accommodate the 

evolving nature of Internet data traffic. Given the highly spe-

cialized and complex architecture of cellular networks, the 

standardization process necessitates comprehensive and time-

consuming procedures. 

Today’s requirements on communication networks include 

the full scope of mobility support, which comprises ubiqui-

tous global availability of broadband wireless access, and 

provisioning of “triple-play” services including voice, data, 

and multimedia even on a peer-to-peer and broadcast basis. 

This includes also capabilities for “session mobility” between 

different end devices, such as portable terminals for mobile 

TV and home-networking environments with HDTV equip-

ment [3]. Solutions to these problems based on today’s het-

erogeneous networking technologies and architectures are 

feasible, but already complex to design, and expensive to re-

alize and operate. Critics often claim that evolutionary ap-

proaches cannot provide viable solutions for the future. 

We expect that in the future wireless network access will 

dominate, where personal communication at home, on the 

move, or in business is concerned, with all the challenges of 

security and privacy that need to be considered in case of mo-

bility. Moreover, communication will cover new technology 

and application areas where the number of connected devices 

will exceed current numbers by an order of magnitude or 

more: the “Internet of Things“[4] will connect machines to 

machines, as well as all kinds of sensor devices, typically 

wirelessly, and often mobile. Use-case examples include sur-

veillance of medical parameters via a personal body area net-

work and traffic management systems that connect and sup-

port adhoc groups of vehicles moving on a highway. 

With these scenarios in mind, it is obvious that the Future 

Internet has to overcome the traditional role of networks that 

interconnect remotely located nodes such as computers or 

telephones at fixed locations. This functionality is increas-

ingly recognized to be ill-adapted and inadequate for the in-

formation-centric applications that already today generate the 

vast majority of Internet traffic (see, for example, the argu-

ments presented in [5]). Therefore, one of the objectives of 

the 4WARD project is to develop a new “network of informa-

tion” paradigm that will replace the current host- and link-

centric Internet. To do so, we have to steer clear of the tradi-

tional approach of “terminal” mobility in favor of a system 

that makes information objects “accessible” irrespective of 

their location or (distributed) representation. This constitutes 

a major shift in the way networking and connectivity as well 

as naming and addressing is organised, as illustrated in Fig. 1. 

III. ARCHITECTURE DESIGN FRAMEWORKS 

A key enabler for the efficient support of the ever-growing 

network and technology heterogeneity is to facilitate the de-

sign, reuse and deployment of new network communication 

architectures, which are optimized for specific environments 

rather than to build upon general purpose solutions that have 

to take into account and embrace a broad set of requirements. 

For instance, layered protocol architectures including link 

layer, network layer and end-to-end transport layers with their 

standardized functions are well suited for general purpose 

communication systems, but tend to duplicate functions such 

as error protection, flow control, mobility management and 

routing in several layers including the application. Until now, 

such optimized, and often custom-made point solutions, 

which exploit certain asserted properties of underlying or 

interoperable networks (e.g. quality of service, security) or 

benefiting from cross-layer optimizations may not be com-

mercially viable because of the high realization effort in-

volved (e.g. introducing a new type of radio access network). 
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Figure 1: Towards a “network of information” 
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Such required agility in design is emerging in the software 

area with service oriented architectures and design patterns, 

which have been tested in customized application protocols 

(e.g., [6], [7]) and are performing well. The 4WARD objec-

tive is to extend and generalize these approaches for the case 

of communication networks, develop concepts to formally 

describe such an architecture framework that enables re-use, 

and ways to systematically and efficiently derive consistent 

blueprints. 

As a first step, non-trivial use cases have been identified in 

a multi-scale, multi-technology scenario including the con-

nection between infrastructure-based access and a wireless 

adhoc part connecting vehicles (infrastructureless VANET). 

This serves as a starting point to develop a concise terminol-

ogy and assists in the identification of components, require-

ments, commonalities, differences and possible limitations of 

an architecture framework. Subsequently, a model-driven 

architecture (MDA) methodology [8] is used to model a net-

work architecture based on these new components. 

A candidate for a new reference model applicable to this 

case is the framework of the “Nth Stratum” [9] that general-

izes the elements and building blocks of a communication 

system. The concept allows to encapsulate any “layer”, aspect 

and property of communication, control, and management in 

the system. Within this framework, network architectures are 

seen as specific configurations of strata with well-defined 

interactions and interfaces between them.  

The basic entity of the Nth Stratum concept is the “stra-

tum”. A stratum denotes an entity which provides fea-

tures/properties/functionality (e.g. mobility) for a certain 

slice/layer/component/aspect of a communication system, 

inherently and in a distributed way. Each stratum is modeled 

as consisting of a set of nodes containing functionality for 

data processing, and a medium which defines how data can be 

transferred between the nodes in the stratum. The aspect of 

functional distribution within a stratum implies not only that 

there might be several different types of nodes, but also a 

need for identification of either the nodes, or identification of 

ports of the medium through which nodes can be reached. 

Through these fresh architectural design concepts, the pro-

ject aims to provide a framework, which clearly improves on 

such important properties as extensibility, flexibility, modu-

larity, and (self-) manageability, to meet the requirements on 

future communication systems supporting fast development 

and deployment of new protocols, applications, and services 

while remaining coherent from an overall system point of 

view and meeting all performance targets. 

The application of such a concept to custom-tailor a highly 

efficient specialized system from the provided architectural 

blueprints will be enabled and facilitated by other innovations 

under study by the 4WARD project, such as “virtualized net-

works”, “generic connectivity” and “network of information” 

that will be discussed in the following sections with special 

consideration given towards the mobility aspect. 

IV. MOBILITY IN VIRTUALIZED NETWORKS 

While the virtualization of many types of resources, such as 

servers and links, is well-known and already widely used to-

day, 4WARD aims for a generalized approach that allows the 

use of a broad diversity of resources with higher flexibility 

and security. Virtualization of both wireless and wired re-

sources is expected to play a key role in the Future Internet. 

In particular, the secure, flexible, and efficient exploitation of 

wireless spectrum resources and wireless infrastructure is 

expected to significantly improve cost-effectiveness and utili-

zation of expensive wireless infrastructures.  

Virtualized networks can enable new protocols and archi-

tectures to be deployed independently without disruptions, 

and without further need of specific standardization efforts 

when introducing new proprietary algorithms and procedures. 

Virtualization has been used in testbed environments and is 

now being proposed by 4WARD as a basis of commercial 

networks [10]. This approach is, for instance, also being in-

vestigated in the CABO project (Concurrent Architectures are 

Better than One) [11] as the basis for an innovation-friendly 

and open architecture. 

Virtualized networks are well-suited to allow the coexis-

tence of different network architectures, including “legacy” 

systems such as the Internet and cellular networks. Virtualiza-

tion is thus not only the enabler for the coexistence of multi-

ple architectures, but it is also paves a smooth path for the 

migration towards new architectural paradigms proposed by 

both evolutionary and revolutionary approaches. 

Virtualization in communication networks covers aspects 

such as abstraction from the physical layer, physical resource 

sharing, and isolation between different network users. Virtu-

alization has gained importance since providers are interested 

in operating on the same physical communication network. 

Almost everything in a communication network is susceptible 

to being virtualized, from the physical nodes (and their re-

sources such as CPU, RAM, permanent storage, and so on) to 

the links and paths that interconnect them. 

In general, wireless access technologies and their respec-

tive architectures evolve faster over time than the fixed net-

work infrastructure. Virtualization techniques that abstract the 

diverse characteristics of the underlying wireless links can be 

instrumental in reducing the adaptation efforts for future net-

works and provide advanced features to service operators and 

users in a flexible and efficient way. 

However, in the case of virtualized networks over wireless 

links, including mobile nodes, virtualization complexity in-

creases considerably. While cellular networks and wireless 

local area networks consist of static nodes (base stations, ac-

cess points, etc.) that connect to mobile entities typically op-

erated directly by end-users, new architectures are emerging, 

where not only the end-users, but even the network resources 

are mobile (MANET, VANET and so on). How such scenar-
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ios impact virtualization and how virtualization can deal with 

mobility are major research topics in 4WARD. 

The wireless medium is a physical resource with specific 

characteristics because it can be considered as a shared link 

resource (like a communication bus) between the nodes 

within their physical reach. In general, virtualization tech-

niques of the wireless medium (see [12], for example, and the 

references therein) have to be based on the well-known mul-

tiple access techniques to separate the use of the resource by 

frequency, time, code or space multiplexing technologies. 

At a first glance, it seems that a virtualized network over a 

wireless medium is not impacted by the mobility of some of 

its nodes. However, when the node mobility involves a 

change in the physical connectivity to the access nodes (e.g., 

during handovers), the principal topology of the network 

changes, which often has a direct impact on the performance 

of the network. 

V. CONNECTIVITY OF THE FUTURE 

Beyond the current mobility management schemes, where a 

terminal can be moved between network attachments while 

maintaining its ongoing point-to-point communication ses-

sions, future networks will provide the necessary abstractions 

to manage traffic delivery in a multi-homed, multi-interface, 

and multi-technology environment. 

In addition, the need for distributing large amounts of mul-

timedia content and information among a varying group of 

(possibly mobile) users requires new communication concepts 

that go beyond emulating those topologies by point-to-point 

relations—as is the approach of current (mobile) peer-to-peer 

overlay networks. Including these upcoming communication 

relationships into the future transport and networking con-

cepts will enable a more efficient use of communication re-

sources by means of advanced cooperative network coding 

and intelligent multipath routing techniques. 

The 4WARD generic connectivity framework is expected 

to rely upon “generic paths” as the objects for transferring 

information between two or more endpoints. Generic paths 

also provide end-to-end control of communications spanning 

flexible topologies and the dynamic management of multi-

point relations by means of unicast, multicast, broadcast and 

concast (i.e. multipoint-to-point) communication topologies. 

Obviously, mobility of communication endpoints, which 

can be dynamically added, dropped and moved in relation to 

their connecting generic path, is an inherent part of this con-

cept. Moreover, the generic path will be flexible, modular and 

fluid enough to scale from personal area networks to large 

scale deployments by adapting to different architectural ap-

proaches (flat network, mesh, ad-hoc, ...), in several kinds of 

environments (home, corporate, public, ...). 

The integration of various “underlying” technologies will 

be encapsulated by capitalizing on the virtualization work, 

and the specificities of each technology will be restricted to 

the scope of the interface itself and not propagated in the net-

work. This is an essential step beyond current cellular net-

work architectures where such specificities are distributed 

between access and core network functions. This is for exam-

ple the case in the 3GPP architecture, where a given access 

network architecture is specified per access technology such 

as GERAN, UTRAN, E-UTRAN, GAN and so on. Besides 

3GPP, the Wimax Forum is also specifying another end-to-

end access and core network architecture designed for the 

support of specific IEEE 802.16 radio interfaces [13][14]. 

Another essential step is to break current mobility man-

agement approaches, where a centralized mobility function 

anchors terminal traffic and tunnels it over one or several 

access networks. In the Future Internet, a mobile node can use 

different network attachment points over various technolo-

gies, across different underlying network architectures possi-

bly operated by different providers. Thus, we cannot expect to 

rely upon centralized functions to manage worldwide connec-

tivity without serious scalability and delay issues [1]. We 

hence consider the use of mobility anchors located as close as 

possible to mobile node locations when a given generic path 

is initiated. Such mobility anchors could be embedded in an 

access node and be responsible for traffic forwarding to 

neighbor access nodes when needed to follow the mobile 

node’s motion or simply provide multi-attachment facilities. 

VI. TOWARDS A NETWORK OF INFORMATION 

One of the advanced concepts 4WARD is investigating as a 

principle for the Future Internet is the information-centric 

approach with respect to content dissemination (as discussed 

in [5]). The need for information-centric networking is mani-

fested by the increasing number of overlays that are created 

for the purpose of information dissemination (e.g., Akamai-

zed web sites and other content distribution networks such as 

those based on BitTorrent, Octoshape, and Joost). Their ob-

jective is to distribute information by relying on user applica-

tions that exchange pieces of data between themselves, dis-

tributing load in a massive scale and away from central serv-

ers, and scaling automatically to any group size. A network of 

information should integrate much of the functionality of 

these overlays, including caching functions where “copies” 

are treated as as good as originals. 

4WARD extends the networking of information concept 

beyond “traditional” information objects (say, web pages, 

music/movie files, streaming media) to treat conversational 

services like telephony, and store-and-forward services like 

email, as objects of their own. Special attention will be paid 

to how this is affected by wireless communication with mo-

bile components and how services can be provided reliably 

and consistently in an environment with a heterogeneous and 

disruptive communication infrastructure. In this paradigm, the 

communication abstraction presented to applications is based 

on the transfer of application data objects instead of the end-
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to-end reliable byte-stream used by the majority of applica-

tions today. 

Just like the introduction of the WWW, enabled by the de-

velopment of a single application (the web browser) and the 

invention of Uniform Resource Identifiers, ushered a new 

way of accessing information using the network, 4WARD 

will strive to design a unifying framework where information 

is handled in a seamless manner. The future network of in-

formation will connect users with the information that matters 

to them, not simply users to hosts that generate, store and 

deliver information tidbits. 

In the 4WARD vision for a Network of Information (Net-

Inf), mobility and multiaccess (and thus multi-path) are key 

characteristics of the solution space, not an afterthought, as 

discussed in the previous section. As mentioned in Section II, 

mobility, in traditional thinking, is mainly concerned with 

users and the equipment they use to access the network 

(smartphones, PDAs, and so on) as they roam in a geographi-

cal area. Mobility of processes between different hosts, as 

well as session mobility have also been investigated in the 

past, and should be integrated in any Future Internet proposal. 

In 4WARD, a fundamental assumption is that nodes are mo-

bile in principle and typically can connect to more than one 

access network. 

However, perhaps the most interesting aspect of mobility in 

the Network of Information is “information mobility” itself. 

In today’s Internet, as argued in [10], content is served by 

designated hosts to different (and possibly only authorized) 

consumers. Content may be cached along its way from the 

serving host to the consuming application at performance 

enhancing proxies. Cached content can later be delivered to 

other future consumers of the same information. Moreover, 

heavily-used sources of information typically employ mirror-

ing mechanisms (transparently or not) mainly for load balanc-

ing. Information is always anchored at particular hosts (and 

may be cloned in other places). This is a straightforward con-

sequence of the underlying assumption that the only way to 

control information dissemination is by controlling the hosts 

that make it available to others. And, this in turn is a result of 

building information networks on top of an Internet that con-

nects nodes and their processes with each other, not informa-

tion producers with information consumers. The metaphor is 

a digital library: content is stored in some server somewhere, 

just like books are stored on some library’s bookshelf. A 

more appealing metaphor is a digital concierge, instead, 

which delivers reliable context-specific information suitable 

for the time and place of request. In a Future Internet that has 

adopted NetInf as its main dissemination infrastructure, in-

formation objects are not necessarily tied to specific hosts, 

and new mechanisms based on cooperation and network cod-

ing are employed. 

For the mobile and multiaccess world we anticipate by 

2020, the current information dissemination mechanisms are 

suboptimal. Mobile hosts are often perceived as handicapped 

nodes, with poor access to the “core network”, and thus –

presumably– not able to enjoy full network services. In fact, 

mobile hosts often represent the most active part of network 

and, by many estimates, are expected to generate and con-

sume the vast majority of digital content in the future. The 

NetInf concept anticipates their enlarged role in networking, 

capitalizes on their mobility and multiaccess, and develops a 

framework where connecting information producers and con-

sumers is a design fundamental. Finally by benefiting from 

virtualization advances and employing generic paths, NetInf 

will be adaptable to different architectures, as discussed in 

Section III. 

VII. SUMMARY AND FUTURE WORK 

In this position paper, we presented an overview on how the 

challenge of mobility is being approached by the 4WARD 

concepts envisaged for the Future Internet. Today’s concepts 

for mobility of terminals and users within the scope of a sin-

gle or related networks will be superseded by a new paradigm 

of mobile information objects with the future “Network of 

Information”. Of course this paper can barely touch upon the 

range of important research topics within the scope of the 

project such as virtualization and generic paths. 

Although still at early stage of development, 4WARD has 

started to investigate several complementing innovative con-

cepts: 

i. an architecture framework allowing for efficient cus-

tom-tailored communication solutions derived from 

architectural prototypes; 

ii. the virtualization of networks that enables to deploy 

those specific communication architectures without 

major standardization efforts; 

iii. a framework of generic path connectivity providing 

the communication means needed to integrate generic 

mobile information objects in a seamless manner. 

Considerable research effort is still necessary to elaborate 

the concepts raised by this paper in the design of a “Network 

of the Future”. Detailed and more technical contributions are 

expected by the 4WARD project during the coming year. 
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